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MEMORANDUM FOR: Chairman, DCI Security Committee
Chief, Policy and Coordination Staff/DDO
Special Assistant/DDS&T

STATINTLFROM: I I

Assistant General Counsel

SUBJECT: HPSCI Hearings on the Protection and Use
of National Security Information in
Criminal and Civil Litigation

l. Chairman Boland's letter to the DCI advising of the
subject hearings is at Tab A and includes a hearing schedule
and tentative witness list and "prospectus" which outlines
the Committee's objectives. The General Counsel has been
designated to appear on the DCI's behalf with the understand-
ing that he can call upon other components and individuals
for assistance as needed (Tab B).

2. At present, it appears that your assistance may be
needed in connection with the session scheduled for 1 February
1979 (see tentative schedule and prospectus). At the morning
session that day, the Committee intends to examine cases of
intelligence disclosures that were not investigated or
prosecuted. We may be called upon to explain why the dis-
closures were damaging and any factors which weighed against
investigative or prosecutive action. In the afternoon session
we will be asked to suggest categories of secrets the dis-
closure of which might warrant treatment as separate criminal
offenses without regard to existing law. We should have
further guidance after we discuss the hearings with members
of the HPSCI Staff on 11 January.

STATIN

STATINTI‘Attachments

ce: OLC
. Special
Security Center

All Portions of This

Document are Unclasgsgsified
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Honorable Stansfield Turner
Director of Central IntelTligence
Washington, D. C. 20505

Dear Admiral Turner:

The Permanent Select Committee on Intelligence intends to hold a
series of hearings beginning in late January 1979 concerned with the
protection and use of national security information in the context of
both criminal and civil -1itigation. The hearings, which will consist
of seven sessions spanning four days, will concentrate on the problems
inherent in trying cases involving espionage, leaks of classified
material, and the phenomenon called “graymail” as well as the use of
pre-publication review and other civil proceedings to preclude the pub-
Tication of classified material. The hearings will be conducted by
the Subcommittee on legislation, chaired by Congressman Morgan F. Murphy.

Because of your great interest in this subject, both as the Director
of Central Intelligence and head of the Central Intelligence Agency, I
am proposing that you designate witnesses to appear on your behalf to
discuss various problems that the intelligence community has encountered
in the areas within the scope of the Committee's inquiry. I believe,
on the basis of previous appearances before this Committee, that your
General Counsel, Anthony Lapham, has an excellent grasp on the issues
that will arise in the context of the Committee's hearings and would be
a fine lead-off witness.

As an aid to preparation for participation in the hearings, I
enclose a prospectus for each session, materials which embody some
suggested remedies to the problems of litigation involving national
security information and a tentative witness list. To assist the Com-
mittee staff in preparing for the hearings, it would be appreciated
that any written statement be submitted at least 72 hours 1in advance.
Additional information concerning the hearings may be obtained from
Mr. Michael 0'Neil, Chief Counsel of the Committee, at 225-4121.

With every good wish, I am

incerely yours,

v, m
ff”aizfifiEDHARSﬁﬁf;OLAND

Chairman
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HEARING SCHEDULE
WITH TENTATIVE WITNESS LIST

A11 Hearings will be held in Room H-405 in the Capitol Building.

January 24
Morning Session: 9:00 a.m.-12:00 noonl(open)
Topic: : | Tha Problem
Witnesses: ‘ Robert Keuch, Deputy Assistant Attorney General
: : for Criminal Division - o
Ahthony Lapham, General Counsel, CIA

STATINTL . | | ' | General Counsel, CIA

* Afternoon Session: 1:00-4:00 p.m. (open)
Topic: Pre-Publication Review
Witnesses: Anthony Lapham, Genéra] Counsel, CIA

Representative from Department of Justice, - -
Civil Division

Mark Lynch, ACLU Attorney

~danuary 25
Morning Session 9:00 a.m.~12:00 noon (open)
Topic: Pfoposa]s
Witnesses: Senator Joseph Biden, Chairman, Subcomhittee

on Secrecy and Disclosure, Senate Select
Committee on Intelligence

Philip Lacovara, Esq., Hughes, Hubbard and Reed

Professors Harold Edgar and Benno C. Schmidt, Jr.,
Columbia Univesity Law School
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January 31
Morning Session: 9:00 a.m.-12:00 noon (open)
Topic: _ Comment on Legislative Proposals by Distinguished
lLegal Scholars :
~ Witnesses: | William Colby, Colby, Miller and Hanes

Edward Levi, University of Chicago Law School

Antonin Scalia, University of Chicago Law School

- Afternoon Session: 1:00-4:00 p.m. (open)

Topic: Comment on LegisTativé Proposals by Distinguished
Civi]ian Trial Lawyers

Witnesses: Mitchell Rogovin, Rogovin, Stern and Huge
;J
William Hg@]ey, Attorney at Law

Michael Tigar, Tigar and Baffome

Februérz 1
Morning Session: 9:00 a.m.-12:00 noon (cTosed)
Topic: Case Histories of Intelligence Disclosures
| Which Were Not Investigated or Prosecuted
Witnesses: Representatives of CIA, NSA, DoD and Dod

Afternoon Session: 1:00-~4:00 p.m. (closed)
Topic: Genuine National Security Secrets

Witnesses: Representatives of CIA, NSA, DoD and Dod
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Bibliographic Note

During the course of the hearings, attention will be
given to certain proposals advanced by experienced commentators
on how to resolve perceived problems in the use and protection
of national security information through both civil and
criminal litigation. For purposes of reference the conclusions
of Professors Schmidt ahd Edgar may be found in the enclosed
portion of their-landmark review of the espionaée statutes.
The complete work, entitled "The Espionage Statutes and
Publication of Defense Information" may be found at 73
Columbia Law Review 929 (May 1973). It is strongly recommended
as the most authoritative work of its kind. -

Also included in the materials under this cover are
the 1978 report and hearings bf the Senate Select Comﬁi££é;"
on Intelligence's Subcommittee on Secrecy and Disclosure.
The Subcommittee, cﬁaired-by Seﬁator Joseph R. Bi@en, explored
the same subjects which this Committee hopes to consider.
Among‘the witnesses to'appear before the Subdommittee were
Mr. Phillip Lacovara, former Deputy Solicitor Géneral and
counsel fo the Watergate Special Prosecutor and Mr. William
Colby, former Director of Central Intelligence. Bdth
gentlemen advanced suggestions in the course of their
testimony (Beginning respectively on pages 59 and 89 of

the hearings) which the hearings will address directly.
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Finally, the hearings will solicit ﬁnderstanding
of, and comment on, the recommendations éontained in the
Subcommittee's report (beginning on page 30 of the report).

Examination of all these materials should aid witnesses
in foéusing on current thinking about the espionage statutes
and related issues. The Committee wishes to solicit comment
on these proposals and any others which witnesses may wish
to make - as well as references to other matefials of which

the Committee is unaware.
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PROSPECTUS

On January 24, 1979, the Legislative Subcommittee of
the House Permanent Select Committee on Intelligence will
begin four days of hearings devoted to the constitutional,
legai, and intelligence problems involved in utilizing civil
litigation or the criminal ﬁustice system to protect cla551f1ed
1nformatlon against unauthorized dlsclosure

Such dlsclosures may be effected in a variety df ways -—-
clandestlne transmittal to a foreign government by an espionage.
agent, leaks to the press by a former government employee,
or testimony during trial by a criminal defendant.or a
witness on his behalf -- all of which may equally threaten
the national security. However, the government's response
to such disclosures has varied from forceful prosecution to
active disregard. To the extent that such disparate treat-
ment and any detrimentéi'result are caused by attention to
constitutional principles there may be no solution ﬁo the
core problem. However, to the extent that a failure to
adequately prevent or respond to disclosures of classified
1nformat10n is caused by poorly drafted leglslatlon, a lack
of legislation, restrictive or confllctlng judicial pProcedures,
intra-executive branch squabbling, institutional myopia, or
the abuse of prosecutorial discretion, a solution may be

reachable and necessary.
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Some suggest that the root of the problem lies with
the existing esplonage laws, which are not tied to the
classification System and which, because they require proof
of intent to harm the United Stateg or advantage a foreign
nation and of the relatlon of the information. or document
to the national defense, necessitate making public the very
1nformation, the transfer or disclosure of which is the
reason for the prosecutlon. In addition, con51derable |
doubt has been expressed as to whether the scope of the
esplonage laws was ever intended to extend beyond real
espionage to the common'leak -~ especially when the leak

is publlshed in book form. Finally, while 18 y. S C. 798

cryptologic and communications security information a per se
offense, there is a legitimate question whether the judge

or the jury, or both, have the duty to look behind the
classification to determine if the information disclosed
was properly classified.

In addition to the problems inherent in the espionage
statutes, the Federal Rules of Criminal Procedure and
related-concepts require the disclosure of a great amount
of information during the normal course of a criminal trial.
Any effort to restrict the defense' 8 access to releVdnt

information threatens to make the judge a trier of fact,

20-6
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.while the conduct of portions of a criminal trial behind
closed doors may endanger cherished constitutional principles.
In the same manner, prcposals to make the unauthorized |
disclosuré and/or retention of classified information a
criminal offense have substantial first amendment
implications -- which are compounded by the abuse and misuse
to which the existing classification system is subject. -

The above are some of the factors that appear to the
Committee to complicate consideration of the protéction and
use of national security information through litigation;

The hearings will concentrate on these andirelated issues.
They will attempt to determine if problems really éxist
and, if so, what can oxr shouldrbe done about them. To the
extent possible, the-discussion of the issues will be
channeled ihto four separate areas: espionage, leaks,
pre-publication review, and "graymail". To that end,

the following synopses of the seven sessions of the
hearings aré intended to focus on what, at the outse?, thp

Committee hopes to;explore at each sessipn.
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First Session

January 24, 1979 - Morning

This session will be devoted to an explication of
the problem as percelved by the Department of Justlce,‘
the CIA, and the NSA. Lawyers from these agen01es w1ll

be asked to summarize thelr v1ew of the content and

scope of the e591onage laws and the extent to which theue

e oot e ot o e e e

laws ald oxr hinder the prosecutlon of esplonage and leak

N e, —— st T o

-~

cases, and, as a result, either aid or hinder the protectlon
JEE.—
of classified information.

Drawing on their practieal experience, the wiﬁnesses
will be asked to describe those elements of constitutional -
law or criminal procedure which, in their view, requirelor
allow the disclosure of classified information duripgﬂeﬂ.mwv
prosecution, depending on whether the disclosure is made
by the government or the defendant, and whether the defendant
is a spy, a leaker, a government employee accused of other
wrongdoing, or a nongoﬁerment employee qharged with.crimes
unrelated to espionage or leaks. |

Tesﬁimony will also be elicited as fé the manner_in
which intelligence agencies and £he Department of Justice
determine whether an espionage or leak case is to be

investigated and prosecuted, and as to the existence of

any institutional conflicts which hinder this determinatien.
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lApparently, many such cases have gone uninvestigated and/ox
unprosecuted because the intelligence agencies hesitate to
disclose the classified information necessary for trial,
while the Justice Department refuses to even begin an
investigation until the intelligence agencies agreé to
such a declassification.

The witnesses also will be asked to comment on whether
even a strong anti—iéak law would lead.to prosecution of
the hiéh goﬁernment officials who some perceive to be the
source of most important leaks, or whether such a law would
be otherwise utili?ed in light of the oft-stated conéern_
that £o prosecute - or even investigate - a leak would»only
further publicize or confirm the accuracy of its-gontent.

In summary, the first session should explicate any'J-

existing problems, attempt to determine to what‘degree
they-are caused by a lack of effective criminal statutes.

or the strictures Qf the criminal trial process, institutidnal
prejudices and/or conflicts, or a lack of prosecutorial
initiative, so as to aid the Committee in éssessing’

recommendations on corrective legislation or administrative

action.

Approved For Release 2002/08/28 : CIA-RDP85-00821R000100080020-6
-




Approved For Release 2002/08/28 : CIA-RDP85-00821R000100080020-6

Second Session

January 24, 1979 - Afternoon

The second session will concentrate on the leak/
espionage problem as it relates to discloéure of classified
information by way of publicatioh in print, and the attendant
and difficult issues of pre—publiéation»review and/or restraint
and post-publication remedies.

Department of Justice and CIA'witnesses will be asked to
describe the Government's legal response (or lack thereof)

to such cases in the past (Matchetti/Marks, Agee, Snepp,

Stockwell), with some detail expected as to the legal
theories involved, judicial rulings thereon, and the various
alternative actions that mgﬁy have been discussed but not

| taken. Recommendations as to remedies will be souéht éné
comments solicited on existing proposals to criminalize the
publicaﬁion of names of intelligence agents;

Other witnesses-presenting the viewpoint of previous
defendants in pré*publication suits will be asked to respond
to the preceeding testimony and comment on 1egislative'
proposalé-

It is expected that all witnesses will discuss sucﬁ
topics as secrecy oaths and agreements, injunctive relief
(whether or not based on contract theories), criminal and
civil penalties, and pre-publication review by intelligence
agencies. Particular attention should be paid to the

judicial theories propounded in the New York Times, Marchetti,

and Snepp cases.
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Third Sessip_rl

January 25, 1979 - Morning

This session will hear from Professors Schmidt and
Edgar, Senator Biden, and former Assistant Special
Prosecutor Lacovara -~ all of whom have previously studied
and/or testified on subjects relating to espionage laws
and leaks. (Former Director of Central Iﬁtelligence Colby
has also advanced a proposal in this.context,kﬁﬁ:will be |
unable to appear untii.the_January 31 morning session.)
They will be asked to state any problems they perceive
in'the.espionaée/leak area, comment on suggested remedies,
and offer their solutions —-- all in the context of their
particular area of expertise;

The attached report of the Subcommittee on Sécrecy and
Disclosure of the Senate Select Committee on Intelligence-
contains Senaﬁor Biden's recommendations; The acéompanying
hearings contéin the views of William Célby and Phillip
Lacovara. Also attached are the recommendations with

which Professors Schmidt and Edgar concluded their seminal

1973 Columbia Law Review article on the espionage iawsf
Soﬁe of the suggestions of these and othe;‘studeﬁts_éﬁjthé
issue include:

* Prospectively defining a list of super secrets

(which may or may not include sources and methods) separate
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“from the existing classification system, the unauthorized
disclosure of which would be a per se criminal offense;

* Rewriting the espionage laws so as to make the
unauthorized disclosure of classified information to a
foreign government or agent a per se criminal offense;

* Defining an evidentiary state secrets privilege
available to the government when the defense seeks access
to’classified infdrmation, Qith the determination as to its
proper injocation and applicability to bhe made by-the judge
in camera, coupled with a sliding scale of xemedies for non-
disclosure available to the defenselat the judge's diécretion.

* Make the unauthorized disclosure of any classified |
information a criminal offense; but exempt the récipient
of the information from liability,-require’that a government
agency be established to hear classification appeals before
a prosecution could be initiated, and make it an affirmative
defense, to be decided by the judge in camera, that the
jinformation was not properly classified.

* Esfablishing ;pecial pre—-trial procedures for cases
where national security secrets are likely to arise in the
couise of a proéecution which would require the defendant
to put the government on notice of all motions, defensés,'
or arguments he intended to make which would require the
discovery or disclosure of classified information or the

use of intelligence community witnesses. The court would

Approved For Release 2002/08/28 : CIA-RDP85-00821R000100080020-6
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then be required.to rule in advance on the admissability
and relevance of the information and on the scope of
witnesses' testimony.

* Make it a criminal offense for a government émployee
or former employee to -disclose classified information_without
first giving notice to the relevant agency and waiting a-.
specified period of time; during the waiting period the
government would be-required to review the classification
and, if it were determined that the classification was’

proper, could seek an injunction under the Pentagon Papers

standard; absent an injunction, no criminal penélty would
attach to disclosure at the end of the waiting period ¥f_.
even if the information had been detexmined to be properly
classified; per se criminality would attach, howevef, to any
government employee and former employee who discloses

clagssified information without going through this‘process.
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Fourth and Fifth Sessions

January 31, 1979 - Morning ~ Afternoon

These sessions will hear from distinguished legal
scholars and practioners with expertise in ériminal law
and procedure and the constitutional and legal issues
.related thereto. |
These witnesses will be asked to comment on the
practicality, propriety, and constituﬁiqnality of the
varidus proposals mentioned hereinabove,--to detail some
of Ehe problems invol&ed in defending a c¢riminal case,
and delineate the manﬁer in which some of the proposals
might impinge on a défendant's,rights. Specific»éttentioﬁ'-
should be directed to:
(1) the content of the sixth amendment ' s guaréntee
of a public trial;
(2) the sixth amendment implications of the application
of a protective order to the defendant and his'cquhsel;
(3) the criteria for distinguishing between an_issue
of fact to be decided by the jury and an issué.of'law td .
be decided by the jﬁdge; | |
(4) the due process/fair trial implications'of a state
security priviiege and a requirement that the defense giQé
pre—-trial notice of its arguments; motions, and defenses;
(5) the due process/fair trial implications of a statute

which would make disclosure of intelligence sources and methods

Approved For Release 2002/08/28 : CIA-RDP85-00821R000100080020-6




' . Approved For Release 2002/08/28 : CIA-RDP85-00821R0001000800220-6

a per se offense, and allow the judge to determine in
camera whether the disclosed information dealt . with sources
and methods.

The views of the witnesses will also be sought on the
first amendment issues involved in:

(1) pre—pubiication review/post—publication penalties
proposals, and |

(2) criminal penalties for-disclosure or reception of

any classified information.
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Sixth and Seventh Sessions

February 1, 1979 - Morning and Afternoon

The morning session will be closed to the public. .
Intelligence agency and Department of Justice officials
will discuss actual cases of espionage or damaging_leaks
which were prosecuted and those which were not; define
' ~actual damage to the national secufity caused.by ﬁhe leaks;
and explain why there was no investigation and/or proéecutioﬁ
in some cases. It is hoped that this session will éerve-to
dfaw out-examples of the actual workings of present practiée,
its drawbacks and how porposed changes would affect future
cases. |

The afternpon session will also be closed. Intelligence
~agency officials will be asked to define those secreté .
which should be placed in a special éategory separate from
the exiéting classificatipn system, the unauthorized.disclosuxe:
of which would be serioﬁs enough to warrant designating

disclosure of such as a per se criminal offense.
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mention them briefly here to complete our overview of other statutes governing
particular areas of information relating to the national security,

VIII. Concruston: RooM For IMPROVEMENT

The basic espionage statutes are totally inadequate, Even in their treat.
ment of outright spying they are poorly conceived and clumsily drafted. The
gathering and obtaining offenses of subscctions 793(a) and 793(b) have no
underlying purpese that could not be served by mote precise definition of at-
tempts to violate the transmission offenses of subsection 794(a). No subsection
of the general provisions of sections 793 or 794 has an easily understood culpa-
bility standard. Subsections 794(a), 793(a) and 793(bh) employ “intent or
reason to believe information Is to be used to the injury of the United States
or to the advantage of any foreign nation.” Surely, however, Congress did not
wish to subject negligent conduct to the death penalty by using the words
“reason to believe”; nor is it clear what is meant by “is to be used” or “ad-
vantage” and “injury.”

Subsection 793(c) is another puzzle. The culpability required turns on
the meaning of the phrase “for the purpose aforesaid.” The two sections im-
mediately preceding it, subsections 793(a) and (b), state that conduct done
“for the purpose of” obtaining information respecting the national defense,
and with intent or reason to believe, is criminal. In light of the prior use of
“purpose” and “intent” as separate requirements, the common-sense reading
of subsection 793(c) is that “for the purpose aforesaid” means only “for the
purpose of obtaining national defense information” and not “intent and reason
to believe.” Yet all the evidence we have found indicates agreement by both
Congress and the Executive Branch that subsection 793(c) requires the same
culpability as subsections 793(a) and (b).

Then, there are the mysteries of the term “willfully” in subsections 793
{d) and (e) and the added twist that a special “‘reason to believe” culpability re-
quirement that allegedly protects in special fashion those who disclose “in-
formation,” but not documents, is itself a problematic distinction. The phrase
adds content to the law, however, only if the rest of the statute is read so
broadly as to be clearly unconstitutional. Finally, there is 794(b)’s intent
standard, which can be given a clear interpretation—intent means conscious
purpose—only by making the statute paradoxical, Why did Congress choose
to subject publications to controls pursuant to a standard that so rarely will
be met? Why should actions taken by publications with the purpose of further-
ing foreign interests by disclosing national defense secrets not be criminal ex-

cept in time of war? In light of this corpyirowbduF tireRwloalsst2002108138 : CJA-RDP85%0b;

it is somewhat ironic to recall the confident assertions in Gorin that the vague

1978] ESPIONAGE STATUTES 1077

P
000200

“parameters of “national defense information” may be ignored because scienter

is required.

The difficulty in finding the proper application of the laws to clandestine
cspionage Is minor compared to the incredible confusion surrounding the issue
of criminal responsibility for collection, retention, and public disclosure of de-
fense scerets. In essence, a cholce must be made between giving effect either to
broad statutory language designed in the Executive Branch or to the consid-
crable evidence spread over a half-century that Congress wanted much more
limited prohibitions, The choice is particularly difficult since the evidence of
congressional intent is not absolutely clear, Issues were not precisely under-
stood by lawmakers who were often unenlightened and at cross-purposes with
one another over the meaning of basic terms, Nevertheless, on the issue of the
criminality of public debate, one proposition is, in our view, unquestionable:
neither the Congresses that wrote the laws nor the Exccutives who enforced

* them have behaved in 2 manner consistent with the belief that the general es-

pionage statutes forbid acts of publication or conduct leading up to them, in
the absence of additional and rarely present bad motives.

Regardless of the proper construction of the current statutes, it is time
for clarification by legislation that treats the problem anew. The ambiguity of
the current law is tolerable only because the limits of the right to disclose
and publish have been so rarely tested. This pressing to the limits is, in a sense,
the deeper significance of the publication of the Pentagon Papers. It symbolizes
the passing of an era in which newsmen could be counted upon to work within
reasonably well understood boundaries in disclosing information that politicians
deemed sensitive. As remarkable as the constant flow of leaked information from
the Exccutive Branch since the classification programs were implementedé®? is
the general discretion with which secret information has been used®!* (attesting

to the naturally symbiotic relationship between politicians and the press). The

New York Times, by publishing the Papers, did not mercly reveal a policy de-
bate within the Executive Branch ; it demonstrated that niuch of the press was
10 longer willing to be merely an occasionally critical associate devoted to
common aims, but intended to become an adversary threatening to discredit
not only political dogma but also the motives of the nation’s leaders, And if the
Times should be discreet, some undergrotind newspaper stands ready to pub-
lish anything that the Times deems too sensitive to reveal 51¢

413. See Tne New Yorx Times Comeany v. UNITED STATES: A DOCUMENTARY
History 397 {Comp. by J. Goodale,- 1971} (affidavit of Max Frankel) (1971).
414, The most famous recent case is the New York Times' decision not to report
the upcoming Bay of Pigs venture. Uncar, THE PAPErs aND TiE PArrrs 101-02
(1972). More significant pcrhaps, the Um(ed States fought World War 11 without any
official censorshxp of thc press,
g% ?j el'nms that the United States has had remarkable
succcss m rc cing :hc codes ol the U.S.S.R, a matier of great importance if true, See
U.S. Electronic Espionage: A Memoir, RANI’AI\TS. August, 1972, at 35,
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Government will so rarely have advance natice of intent to publish keeps the

increasing concentration of the power of government in the hands of the
Executive Brancl., There are, however, aspects to the development that are
troublesome in the context of national defense secrets, We reject the utopian
notion that there ate no defense secrets worth keeping and that every aspect
of national sceurity should be disclosed to facilitate adequate public comprehen-
sion of the policy choices to he made. Yet technology makes document copy-
ing cver more simple. As the lower levels of the exceutive bureaucracy, shut
off from real participation in decision-making, are racked by the same conflicts
about the ends and means of foreign policy that characterize the wider com-
munity, criminal sanctions assume greater significance in the protection of the
Government’s legitimate secrecy interests. Paradoxically, the likely conse-
quence of the law's failure to give weight to security considerations would be to
augment the strong tendency to centralize power into fewer hands, because
only a small group can be trusted to be discreet.

If regulation of publication is necessary, it is far better for Congress to
do the job than to permit the Executive Branch to enforce secrecy by seeking
injunctive relief premised upon employee breach of adhesion contracts. In the
recent Marcheiti case, 316 a former C.LA. agent was enjoined from publishing,
without prior agency approval, accounts of his experience as an intelligence
agent.*'? He had signed an agreement as a condition of employment saying
that e would never reveal “information related to the national defense.”*® f
Although the policy of requiring government officials, past and present, to ?
remain silent may be wise, it is not a question that ought to be relegated to
judicial enforcement of executive contracts, thereby excluding from policy
formation the one branch most entitled to decide. Only the fact that the
s 416, United States v. Marchetti, 466 F2d 1309 (4th Cir,), cert. denied, 93 S. Ct,
(41l97?2%'hc Court held that the C.LA. might disapprove publication only of matters
that were both classified and had not been pubticly disclosed. But ‘‘rumor and speculation
are not the equivalent of prior disclosure. . . " 466 F.2d at 1318, Opportunity for judicial
review of the propricty of classification was denied. Id.

418. 466 F.2d at 1312, The agreement stated, in part:

1. 1, Victor L. Marchetti, understand that by virtue of my duties in the Central

Intelligence Agency, | may be or have been the recipicnt of information and

intelligence which concerns the present and future security of the United States.

This information and intcliigence, together with the methods of collecting and
handiing it, arc classified according to sccurity standards set by the United
States Government. I have read and understand the provisions of the espionage :
Taws, Act of June 25, 1948, as amended, concerning the disclosure of information i
relating to the National Defense and 1 am familiar with the penalties provided

for violation thereof.

2. 1 acknowledgre, that T do not now, nor shall T ever possess any right, interest,
title or claim, in or to any of the information or intelligence or any method of
collecting or handling it, which has come or shall come to my attention by virtue

AMarshetti precedent for injunctive reliet trom becoming & ATECTOTS A ter T
{ive to the necessity of legislative clarification.

The opportunity for careful reevaluation of the espionage problem is at
liund, since Congress is now considering the recodification and reformulation
of the federal criminal law, Few undertakings descrve greater suppott. The
preseat federal criminal law suffers generally {rom the confusion and defects
{hat inevitably oceur when major problems in the law of crimes requiring con-
coptual clarity and overall design are left to the ad hoc responses of successive
Congresses. 1 But revision is a task of awesome complexity, particularly as
(o matters like espionage where the underlying problems have not been ex-
plored in the course of recent efforts to revise state criminal codes. Unfortu-
nately, the espionage proposals currently before Congress as part of S. 1420
and S, 1400,%71 the Nixon Administration’s latest proposal, are inadequate to
reconcile the conflicting interests at stake. Insofar as there have been five dif-
{erent espionage proposalsi?? in the last two years, and there are surely more
to come, general discussion of the approach of the two most recent revision
proposals scems more appropriate than detailed analysis.

The basic problem with S. 1 is that too much of the sloppy drafting of the
old law is perpetuated and the new formulations do not resclve the problems
that perplexed former Congresses. S. 1 treats the matters now covered by
sections 793-98 with the following provisions:

§ 2-5B7. Espionage

(a) OFFENSE—A person is guilty of espionage if: '

(1) with knowledge that the information is to be used to
the injury of the United States or to the advantage of a foreign
power, he gathers, obtains, or reveals national defense informa-
tion for or to a foreign power or an agent of such power; or

(2) with intent that it be communicated to the enemy and
in time of war, he elicits, collects, records, publishes, or other-
wise communicates national defense information.

(b) ArrEMPT.—Without otherwise limiting the applicability of
section 1-2A4 (criminal attempt), any of the following is sufficient
to constitute a substantial step under such section toward commis-
sion of espionage under subsection (a)(1): obtaining, collecting, or

(19531)9. Cf. Wectisler, The Challenge of a Model Penal Code, 65 Harv. L. Rev, 1097
420. 8. 1, 93d Cong,, st Sess, 8§ 2-5A1, 2-5B7-8 (1973). The bill, reputediy the
lengthiest ever introduced, is derived, with substantial changes, from the FivaL RErorT oF
Tie NATIONAL ConaIssioN oN RErorst oF FEpEraL CRIMINAL Laws, Prorosep NEW
FeperaL Crisunat Cooe (1971).
421, S. 1400, 93d Cong., 1st Sess. §§ 1121-26 (1973).

of my conncetion with the Central Tntelly it ) = . ]
O of the United Stk 61 AFE O RARANK S0ff568/28 : CIA-RDP85-80D821RA00400080026:6 S. 1 and . 1400, sex 5 ZSU7E in the Copmities

The agreement does not reflect current law on either our, or apparently thie C.LAs,
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Print leading to S. 1, the IINAL REPORT oF TIE NaTioNAL CoMMISSION ON REFouM
oF FEDERAL CRIMINAL Laws, Prorosep NEw FEDERAL CriminaL Cooe, §§ 1112-1116
(1971} and-tk be Sropy Dearr of A New Feocrat Criminal Cook §§ 1113-6
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eliciting national defense information, or cntering a restricted area to
obtain such information, .
(c) Graprnc.—The offense is a Class A felony if committed in
time of war or if the information directly concerns military missiles,

space vessels, satellites, nuclear weaponry, early warning systems or }

other mcans of defense or retaliation against attack by a foreign
ptiwer, war plans, or defense strategy. Otherwise it is a Class B
felony, .

§ 2-5B8. Misuse of National Defense Information '

(a) OrroNse—A person is guilty of an offense if in a manner
harmful to the safety of the United States he:

(1) knowingly reveals national defense information to a
person who is not authorized to receive it ;

(2) is a public servant and with criminal negligence vio-
fates a known duty as to custody, carc, or disposition of national
defense information, or as to reporting an unauthorized removal,
delivery, loss, destruction, or compromise of such information;

(3) knowingly having unauthorized possession of a doct-
ment or thing containing national defense information, fails to
deliver it on demand to a Federal public servant entitled to re-
ceive it} .

(4) knowingly communicates, uses, or otherwise makes
available to an unauthorized person communications informa-
tion;

(5) knowingly uses communications information; or

(6) knowingly communicates national defense information
to an agent or representative of a foreign power or to an officer
or member of an organization which is, in fact, defined in section
782(5), title 50, United States Code.

(b) Grapinc.—The offense is a Class C felony if it is committed
in time of war. Otherwise it is a Class D felony.

The key term “national defense information” is explicitly defined:

““[N]ational defense information” means information regarding:

(i) the military capability of the United States or of a
nation at war with a nation with which the United States is at
war;

(ii) military or defense planning or operations of the
United States;

(iii) military communications, research, or development of
the United States;

(iv) restricted data as defined in section 2014, title 4z,
United States Code;

(v) communications information ;

(vi) in time of war, any other information which if re-
vealed could be harmful to national defense and which might :
be useful to the enemy ; .

(vit) defensc intelligence of the United States, including
information relating to intelligence operations, activities, plans,
estimates, analyses, sources, WISI metho
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offenses of section 2-5E078,(\’h’ zxgﬁefor the most part restates the current section
794, Like subsections 794(a) and (b), the two offcnses created are nearly
ientical. Section (a) (1) makes knowledge that national defense information
ws to be used” to the injury of the United States or to the advantage of a
foreign nation the test of whether a crime is committed. Does‘one who
publishes “reveal , . . for or to a foreign power” within the meaning of the
law? If not, it is ouly because 2-5B7(a) (2) says “publishes” while (a)(1)
Jdoes not. Whatever the proper resolution, it is a mistake for recodification to
treat such an important issuc so opaquely. Similarly, publishing is explicitly
made criminal only in time of war and only where there is “intent that [the in-,
formation] be commumnicated to the enemy.” The proposed code defines “ine
lentionally” to require a comscious objective to cause the patticular result.’®
Consequently, as in 794(b), the purported coverage of publication is largely
illusory because very few newspapers intend to inform the enenty.

The new offense of “Misuse of National Defense Information” in section
2-5B8 is also perplexing, although we can be thankful that it departs from the
models set out by section 793, particularly in its dispatching with the entitle-
ment concept. Is publishing or conduct incident thereto meant to be covered?
What is the meaning of “in a manner harmful to the safety of the United
States?” Aside from issues of vagueness, is this phrase intended to requite
that the prosecutor prove that because of the actor’s conduct consequences
harmful to United States’ safety actually resulted, were likely to result or
might conceivably have come about 742¢ To ignore clear resolution of these
issues is to be satisfied with a statute whose basic design defies interpretation.

The Administration’s proposals in S, 1400 do ot suffer from these
ambiguities. Their problem is that they are so excessively restrictive of public
debate that their unconstitutionality, let alone their miscoticeptions of appro-
priate public policy, is, in our view, patent, Five offenses, too lengthy to be
fully set out, are defined: espionage, 425 disclosing national defense informa-
tion, 28 mishandling national defense information, 4?7 disclosing classified in-
formation,*28 and unlawfully obtaining classified information.s?? The proposed
espionage offense is drafted with remarkable breadth:

(2) OrreNsE—A person is guilty of an offense, if, with intent that

information relating to the national defense be used, or with _knowl-

edge that it may be used, to the prejudice of the safety or interest

423, S. 1, 93d Cong., Ist Sess. § 1-2A1 (a)(2) ( 1973). . . )

424, Whether the statute is intended to achieve the results it does is problematic.
Note for example, that it would repeal scction, 793(e)’s retention offense, In addition,
the treatment of commtumications informalion, carlier defined as “national defense in-
formation” is cither redundant or hopelessly apaque.

425, S. 1400,.93d Cong,, ist Scss. § 1121 (1971).

-RDP8540: -
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perpetuate the current confused state of the law. Consider the espionage

A28, 1d. at § 1128,
429, 1d. at § 1125,
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of the United States, or to the advantage of a foreign power, he
knowingly:
[¢))] communicates such information to a foreign power!
(2) obtains or collects such information for a foreign ‘power
or with knowledge that it may be communicated to a foreign
power ; or
(3) enters a restricted area with intent to obtain or collect
suth information for a foreign power or with knowledge that
it may be communicated to a foreign power.

Insofar as “‘communicate” means “to make information available by any
means, to a person or to the general public,”#* the statute makes it an offense
to collect national defense information knowing that it may be published s
“National defense information” is defined slightly niore narrowly than in S, 1,
but does include:

[I]nformation, regardless of its origin, relating to:

(N ihc ?jlitary capability of the United States. . ..
¥

(5) wmilitary weaponry, weapons development, or weapons research
of the United States. ...
* &k

9) }I:c cond}&ct of foreign relations affecting the national de-~
ense. . . 492

Given the scope of “national defense information,” the result would be to
paralyze newspaper reporting on national defense affairs, We strongly doubt
that the nation needs a far reaching official military secrets act. Surely it does
not need one that makes the offense a capital erime when committed “during
a national defense emergency” or when information concerns 2 “‘major weap-
ons system or [a] major clement of defense strategy.”3® and a class B felony
otherwise, 134 ‘

Similarly, the rest of the offenses, with the exception of obtaining classified
information,™ are defined in terms so broad that they mark an abrupt
departure {rom statutory precedents. Any knowing communication of defense
information to an unauthorized person would be made a class C or D {felony,

430, Id. at § 1126(c). .

431, Tt is difficult for us to belicve that this was intended. It nonctheless is the
technical result of the statute in that he who “obtains or collects” inforination “with
!cn?wlcdf_:e' that it “may” be used to the advantage of a foreign power, and knowing that
it “may be communicated to a foreign power” commits the highest offense,

{32. S, 1400, 93d Cong., 1st Sess. § 1121, § 1126(g) (1971),
. 433 See § 2401(a) (1) (B). The death penalty is mandatory if the defendant “know-
ingly created a grave risk of substantial danger to the national security” and mitigating
factors not likely to be present in publication are absent,
. 434 Id at § 112[(b). Class B felonies arc punishable by a maximum of 30 years
|mpnsnnn;c;ﬂ. §52%?Zl§(bl) (2).I ' .

435, Jd. at § S. It applies only to ageats of Y Rei
defined, § 1126(b}, as “information, regardlicss oﬁmﬁmﬁ’c\ﬁ&%%&r ked
or pursuant 10 exeeutive order or i ting rules or regulations as “information requir-
ccific degree of protection against unauthorized disclosure for reasons of national

A
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and whauthorized retaining of defense information would be a class D felony,
poth without regard to any intention or knowledge respecting injury to the
United States:4® Disclosure of classified information by a present or former
federal employee, except to 2 “regularly constituted” Congressional committee
pursuant to “lawful demand,” would be a Class E ielony®®" and no defense
that information was improperly classified would be permitted.*38 '

The consequence of S. 1400's enactment would be to prohibit virtually
all public and private speech about national defense sectets, leaving to prosecu-
tors and juries to choose victims among those who engage in reporting and
eriticism of our defense and foreign policies. Like Senator Cummins in 1917,
we can only marvel that legislation at once so sweeping and so stringent could
be seriously proposed. We trust that it will not be enacted,

What should be done? In our reasonably open society, Congress and the
newspapers reveal large amounts of defense information that would be difficult
and exceedingly expensive for interested foreign governments to collect on their
own. That form of forcign aid to adversaries is, however, a necessary conse-
quence of the mation’s deepest valies#3® We do not accord much significance to
protests that as a general matter we make it casy for others to assess our
strength*® because our strength is so awesome. The more difficult questions
concern the protection of sccrecy in narrower premises where specific objec-
tives, opportunitics, and advantages are lost if particular types of secrets are
publicized #' Unfortunately, to distinguish these matters—indeed to know
whether they can effectively be distinguished—requires more knowledge than
we have about intelligence affairs and the extent to which truly important
sceurity interests have been compromised by well-meant disclosures. We have
nonetheless come to certain conclusions that, while general, may assist legis-
lators and others in their consideration of the problems.

No legislation can be adequate unless it recognizes that at least three
problems must be treated independently: spies, government employees and
ex-employees, and newspapers and the rest of 15,442 Both the present espionage

436, Id, at §§ 1122(b), 1123(b). Class C felonies are punishable by a maximum of 15
years imprisonment § 2301(b) (3); class D felonies are punishable by a maximum of
years imprisoninent, § 2301(b) (4).

37, 1d. at § 1124(a) {c) (). Class E felonies are punishable by a maximum of 3
years imprisonment § 2301(b)(5), How Congress can “demand” what it is ignorant of
is left unexplained,

438, Id, at § 1124(d). .

439, Cf. United States v, Robel, 389 U.S. 258, 264 (1967): “Implicit in the term
‘national defense’ is the notion of defending those values and ideals which set this
Nation apart.”

440, See, e.g., A. DurLss, Tue CrRarT or INTELLIGENCE 241-247 (1963).

1 hiypical is_reyelation that a forcign code has been broken. Appar-
mémﬁ&zﬁﬁa&&ﬂ&hm&r rospect increasingly unlikely where sophisticated
cuipment niay be used. For a fascinating discussion of code-breaking, see D. Kaux,

Tur Cobenrzaxers (1967). .
. A . " ; s ) ! 4
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statutes and the proposals of S. 1 and S, 140048 are fatally defective in thy
they ignore the necessity of separate considerations of the distinet interests in
cach of these contexts.

The essence of classical espionage is.the individual's readiness to put his
access to information of defense sighificance at the disposal of agents of
foreign political organizations, Granted that the harm that results from his
conduct is a function of the importance of the information transferred, there
should be no hesitation, regardless of the banal quality of defense information in.
volved, to punish the citizen whose priorities are so ordered or foreigners whose
job it is to risk apprehension. We believe, therefore, that the information pro-
tected against clandestine transfer to foreign agents should be defined broadly,
prabably more broadly than in current law. In this context, we see no dis
positive objection to making knowing and unauthorized transfer of classified
information to foreign agents an offense, without regard to whether informa-
tion is properly classified.** That 2 spy might earn complete immunity by
stealing secrets so serious that their significance cannot be disclosed in court—
a clear possibility under current law,** and also under S. 1 and S. 1400—is an
outcome that should he avoided, if possible,

Two objections may be made to this broadened approach. First, it puts
considerable reliance on the capacity to adjudicate accurately whether persons
are in fact acting as agents of forcigners. If the prosecutor need nol demon-
strate the significance of the transferred information, there is an cnhanced risk
that casual disclosures of improperly classified information to foreign friends
may be wrongly deemed espionage. Nothing in the literature, however,
suggests to us that this is a serious problem, and it may be further minimized
by insistence upon the actor’s awareness that his disclosures are intended for
primary use by foreign political organizations4¢ Second, and more troublesome
to us, is the fact that for deterrence purposes the penalties for espionage are
and shotld be exceptionally steep. Denying improper classification as a defense
may expose an offender whose conduct has produced no real harm to the most .
serious penaltics the law permits. To avoid this result the law might expressly
authorize i camera sentencing proceedings, or, preferably to us, make the
offense substantially less serious if the Government is unprepared to disclose
the underlying significance of the material transferred.

Quite different issues are posed by revelations of defense secrets by
government employees or ex-cmployces. Prohibiting employees from telling

443. In structure, S. 1400 is preferable to S. 1 in that it does differcntiate government
employment as a problem {o be treated scparatcly from espionage proper. Its failure is that
it !rcdnlt; n\c‘\/vspnpcrs with a severily appropriate for spics. .

44, We thus disagree with the analysis 0 'Retease 2002/08A28
Cosmisston on REFORM oF FEDERAL Cnmmnégk\[\g. m 1970).
445, See text following note 124 supra,
1 tect, f
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what they know at pait of criminal punishment obviously restricts the fiow
of information o the public and impairs the quality of public debate. Nonethe-
less, to say that aty government employee or former employee is privileged to
revea! anything he chooses at risk of sanctions no greater than dismissal
accords too little weight to the need for security.

In our opinion some middle ground should be sought. Although statutes
are o doubt exceptionally difficult to formulate, we think that the following
principles provide appropriate guides to future legislative cfforts. First, em-
jloyee disclosures to Congress should be protected more rigorously than in
S. 1400447 Second, no matter what information is protected against revelation,
legislation should explicitly provide a justification defense, permitting the
jury either to balance the information’s defense significance against its impor-
tance for public understanding and debate, or to consider possible dereliction
of duty by the employee’s superiors.#® To do otherwise would not recognize
that the employee serves both the Government and the public.

~ Third, the information that is protected against employee revelation should
be narrower than that protected against espionage. On this point we strongly
disagree with S, 1400's drafting of simple disclosure proposals more broadly
than espionage provisions, apparently on the misguided notion that since the *
penalties are less severe the conduct covered may be broader.*® Our approach
is the reverse: espionage has no chim to the law’s sympathy and excessive
severity is better cured by flexible grading of the offense than by narrow re-
striction of the information protected against transfer, which necessitate Gov-
ernment proof of defense significance. By contrast, informing the public of
what the Government is doing is presumptively desirable. The hard problem
is to find standards to define what limited infornation cannot be revealed to
the public, Certainly the fact of classification should not be determinative since
substantial overclassification is inevitable given the variety -of inducements to
official secrecy 4™ Improper classification must be a defense, and, if possible,

447. There are obviously exceedingly difficult jssues to be resolved here, particularly
insofar as revelation to a particular Sehator or Congressman may be merely a conduit
to public revclation immunized by congressional privilege, rather than a prelude to
independent congressional investigation.

448. Any such defenses may result in lengthening. trials and compromising security
further, Nonetheless, there are clearly instances where broader duties to the public war-
rant the disclosure of defense information and where the issuc would be confused by
characterizing the problem as one of improper classification.

449. To be sure, the employee has obligations of loyalty, but so docs the citizen
contemplating espionage. .

450. For recent reports on overclassification, see Hearings on U.S. Government
Information Policies and Practices—The Pentagon Papers—DBcfore @ Stbcomnt. of the
Honse Con, on Government Operations, 924 Cong., ist Sess. pts, 1-3, 7 (1971) (Moor-
head Hearings).

There are numerous possible treatments of the problem of overclassification, par-

K | by A 4 ngarly everything alter an arbitrary time period.
|A-wpf$§%qwﬁiﬁmmpmmﬁbﬁ ALTERNATIVES 7O THE PRESENT SvsTEM oF
Cuassirving GovernMENT DocUents, Id. at 2293, Nonetheless, given that there are
multiple reasons, some good and some bad, why Government officials want secrecy, we
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protected information should be definie E:ven more narrow?y an w?thom

direct reference to classification, Thus, even if the Constitution pefmits
peualizing employee or ex-employee disclosure of any-information that the
Government is not legally obligated to reveal, ' we think such a secretive
position should be rejected as a matter of policy, Fourth, the offense of re-
vealing protected information should be graded to respect the differences
between loose talk and intentional efforts to compromise security.

Finally, there are the problems of the press and those who disclose defense
information in the course of public and private disctission. The claim may be
made that lines should be drawn in.the same place as for government em-
ployees. 2 It may seem paradoxical to provide the press with the privilege of
publishing the fruits of a crime, a result that inevitably occurs if more informa-
tion is protected against emnployee disclosure than against publication. Never-
theless, it seems to us that an asymmetry of obligations between public servants
and the rest of us shotld be preserved, at least until such time as far-reaching
institutional changes are made in congressional access to defense information.
Congress has no assured access to security information and no sense of entitle-
ment to it, as the inability of the Foreign Relations Committee to secure the

Pentagon Papers demonstrates.

Conscquently, one cannot at the present time have confidence that more
than a single clected official, if that, has given consent to whatever policy may
e compromised by newspaper disclosure of defense information. Given that
situation, doubts whether to protect the political efficacy of disclosure rather
than stress its adverse security consequences should be resolved on the side
of public debate. Peacetime prohibition of newspaper disclosure and citizen
communication should be left to the most narrowly drawn categories of defense
information such as the technical design of sccret weapons systems or informa-
tion about cryptographic techniques. Even as to stich narrow categories of
defense-related information, liowever, it is as true today as it was in 1917 that
any item of information could, in some circumstances, have significance for
public debate which outweighs any adverse effect on national security. Thus,
prohibitions against newspaper and citizen disclosure applicable only to very

431, Cf. Environmental Protection Agency v. Mink, 93 S, Ct. 827 (1973).

452. Cf. Henkin, The Right to Know and_the Duty to Withhold: The Case of the
Pentagon Papers 120 U. Pa. L. Rev. 271, 278-79 (1971).

453, Sce S, Uncag, supra note 3 at 69-71, Two intriguing aspects of the New York
Tinres litigation were first, the Government’s prompt concession.in court that much of the
material conld be immediately declassified, and sccond, the claim that considerable time
should be granted to winmow out the truly important information among that which was
potentially sensitive. Both propositions provide insight on the scriousness with which
Senator Fuibright's repeated reguests were treated.

This is a centrn! diffcrence between the scereey situation in Great Britain and our

2 iy At ron p -

E y am, e persons. witi il
executive authority and access lo secrels sit as clected officials, and their comments it
Darlizment arc privileged, providing greater assurance against policies gone wild,
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ccrecy than do our espionage laws. But in cal
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NArroW Categories 10098992%8 <tould also provide for a justification defense
trning on superceding importance for public debate.

The dangers endemic to the administration of such a justification defense
should not be minimized, Juries may be iaclined to accord weight to the
respectability and influence of a media defendant in assessing the justification
for publication of the partictlar defense information. Selective enforcement is
a real danger. Moreover, predictability will largely be sacrificed with a result-
ing chill on publication that should be justifiable in the legal sense. But
uncertainty in the application of legal standards to publication of defense
information is the price of rejecting simplistic solutions to the problem. Neither
prohibiting nor privileging the publication of categories of defense informa-
tion across the board does justice to the vital and competing social interests in
scerecy and-public revelation.

We have lived throughout the present century with extraordinary con-
jusion about the legal standards governing publication of defense information.
Clarification of the standatds is now called for. However, uncertainties in the
administration of theoretically sound legislative solutions should not force us
to choose between extreme and simplistic policies. If the clioice is narrowed to
extremes, we hope that our current lawmakers exhibit the fortitude of their
predecessors in 1917 who resisted the swecping proposals of the Wilson
Administration.

A-RDP85-00821R000100080020-6
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Washington, D € 20505

4 JAN 1979

Honorable Edward ‘P. Boland, Chairman
Permanent Select Committee on Intelligence
House of Representatives

Washington, D. C. 20515

Dear Mr. Chairman:

I am pleased to learn that your Committee will hold
hearings in late January, 1979 on the use and protection of
national security information in civil and criminal litiga-
tion. As you know, I testified before the Senate Select
Committee on Intelligence about this subject in March of
last year.

I firmly believe that your impending effort to address
the problems surrounding the protection of legitimate
national security secrets in the civil and criminal pro-
ceedings is both timely and necessary. As matters presently
stand, the government's ability to protect its legitimate
secrets 1s uncertain at best. As you know, that uncertainty
exists in a variety of contexts, ranging from "leaks" by
government employees to cases of espionage and the publi-
cation of books by former employees who had access to sensi-
tive information. I am hopeful that your hearings will give
sharper definition to these problems and will serve as the
basis for sound policy and legislative judgments.

I am designating Mr. Anthony A. Lapham, my General
Counsel, to appear as a witness at your hearings on my
behalf.

Yours sincerely,

/8/ Stansfielq Turne>
STANSFIELD TURNER
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3 January 1979

MEMCRANDUM FOR: Director of Central Intelligence

VIA: Deputy Director of Central Intelligence
FROM: - Anthony A. Lapham
General Counsel
SUBJECT: —HPSeF-Hearings..oRthesRrotec tomiand YOse*6t
wHabionalsecnrity. InforpatdontosGriminals .
ARG Livil-Ditigakrion

1. SAckionsRetadsted: Phat "F-i}éﬁﬁﬁﬁmaeégﬁhgﬁﬁgmﬁmﬁéﬁd;ﬁi‘on:-
ln.paragraplih. and. signatherlet o FeORatsmancBalandrats -
Pady Do

. 2. Background: Chairman Boland's letter to you of

W22 December 1978 (Tab A) advises that the House Permanent
Select Committee on Intelligence (HPSCI) will hold hearings
in late January 1979 on the protection and use of national
security information in criminal and civil litigation and
asks that you designate witnesses to appear on your behalf
to discuss problems the intelligence community has encountered
in areas within the scope of the Committee's inquiry. Based
on the Committee's statement of what it hopes to examine in
the hearings (see "Prospectus," Tab. B), the scope of the
inquiry will be quite broad. While that scope includes some
ground previously plowed by the SSCI, HPSCI intends to pick
up where the Biden Subcommittee ended by examining, among
other things, theories and specific proposals for amendment
of the espionage laws and for making various unauthorized
disclosures of classified information a crime, the legal
theories for pre-publication review/restraint and post-
publication remedies, the feasibility of special pre-trial
procedures for national security cases, and, in closed
session, why some actual espionage cases and damaging leaks
were not investigated or prosecuted.

3. The above topics and other issues the HPSCI has
identified will be a tall order for Congressman Morgan
Murphy's Subcommittee on Legislation to tackle in just three
and a half days of hearings. 1In addition to all of the
above, HPSCI would like to hear from us on the recommenda—
tions contained in the Biden Subcommittee report. You have
previously approved positions I suggested with respect to
those recommendations (Tab C), so those positions should
be the basis for our comments.

All contentAppsevedHpog Release 2002/08/28 : CIA-RDP85-00821R000100080020-6
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4. Staff Position: We have not yet had any discussion
with the HPSCI staff on format and other aspects of the
hearings. It is possible that we may need to obtain input
from the Office of Security, the Special Security Center,
and the DDO on some aspects, as for example the kinds of
damage caused to intelligence interests by past leaks.

5. Ruelonfitenddtion: LIThabtsyaudasdgnatedthe<undersigned
A8 ¥OUD PHINCIPA T Withe s e For thes HE4TT nge 7 with thesunder—
Stanﬂinq~thﬂtﬁﬂ%G&R%QaiLgﬁﬁ#cheIwﬂompﬁﬂeﬂtSwandfﬂndlﬂldUAlS
rto“assﬁiﬁ?”ﬁ?'ﬁﬁéﬂé' AR Rt YEutstgnathedetter . to Chairman..
L BOYERE EENTEEC .

Anthony A. Lapham

Attachments

APPROVED:

Director of Central Intelligence Date
DISAPPRQOVED:

Director of Central Intelligence Date
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3 November 1978

MEMORANDUM FOR: Director of Central Intelligence
VIA: Deputy Director of Central Intelligence

FROM: Anthony A. Lapham
General Counsel

SUBJECT: Report of the Senate Select Committee on
Intelligence Subcommittee on Secrecy and
Disclosure Entitled "National Security
Secrets and the Administration of Justice™

l. Action Requested: None. This is for your information
and consideration only. : )

2. Background: This memorandum relates to the subject
report (Tab A), culminating over a year's study by the Sub-
committee of the problems associated with the need to use
classified information in criminal trials. You will recall
that you testified before the Subcommittee in March of this
year on the matter (your prepared statement is at Tab B).

3. In August, 1978 we received a draft of the Subcom-
mittee's report which I felt was woefully deficient, pejora-
tive, and misleading. I made my views known to Bill Miller,
and at his request I put them in writing for the Subcommittee's
consideration, (Tab C). The final version of the report was
much improved, although the recommendations as they appeared
in the draft were left virtually intact (see Tab D for a
comparison of the recommendations in the draft and final
versions of the report). What follows in this memorandum is
a discussion of the report's recommendations, together with
my views as to appropriatness of these recommendations and
the position we should take on each. :

First recommendation

4. The first recommendation states that Congress
should focus on the development of statutory and administrative
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associated with discovery and use of classified information
in criminal trials. The Subcommittee feels that, with one
exception, such procedures, which are specifically outlined
in the following recommendations, would be more useful than
any attempted rewrite of the federal espionage statutes.

The exception is the Subcommittee's endorsement of "limited”
statutory protection for the identities of intelligence
agents, sources and employees under cover. You have already
proposed new legislation along these lines in your letter to
the Attorney General of 17 August 1978, recommending . amendment
of 18 U.S.C. §798 to include classified information which
identifies or tends to identify any CIA agent, source, or
employee. Justice is currently studying your proposal as
well as the broader subjects of sources and methods and
leak legislation.

5. My own view is that an overhaul of the espionage
laws is long overdue and that no amount of tinkering with
existing procedures can compensate for the deficiencies
of these laws. Therefore, while I think you should endorse
the idea of improving the procedural rules governing the use
of national security information in civil and criminal cases,
and should welcome the Subcommittee's recognition that new
legislation is needed to protect the identities of intelligence
agency personnel, I do not think you should give your blessing
to the idea of deferring a full-scale congressional recon-
sideration of the espionage laws.

Second  recommerndation

6. The second recommendation suggests that the execu-
tive branch interpret Executive Order 12065, the new classi-
fication order, in a way that will decrease unnecessary
secrecy and declassify as many studies and reports as pos-
sible on matters of public concern in order to discourage
the leaking of unsanitized documents and information. The
recommendation emphasizes that declassification must be
done in an objective manner. I am sure you have no quarrel
with thls recommendation. At the same time, however, the
kind and amount of declassification contemplated by the
Subcommittee is not likely to have much impact on the leak
problem. In the first place, the substance of many past
leaks would not be declassified under even a liberal declas-
sification policy. This would be due in some cases to a
source association problem and in others simply to sensitivity.
Secondly, it would be virtually impossible to defuse all the
subjects concerning which there may be a motive to leak for
political or some other advantage. Therefore, while there is
reason to endorse this recommendation, there is also reason .
to doubt that it represents much of a solution to the leak
problem. ' '
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Third recommendation

7. Recommendation III proposes the following:

a. An administrative procedure (and system with
attendant due process rights) for disciplining employees
for security violations (probably contemplates a hearing
and perhaps other procedural safeguards such as the
right to be represented by counsel, to cross-examine
witnesses, and to appeal);

b. Centralized authority, "perhaps in the IOB,"
for investigation of breach of security and violations
that do not constitute crimes; and

€. Possible application of the administrative
system to former employees, with penalties to include
the loss of pension rights. '

8. In my opinion this recommendation is largely without
merit and should not be endorsed. The proposals in parts a.
and b. would involve some shuffling of boxes, all to no good
effect as I see it, and a new overlay of procedural require-
ments that if anything would make the problems more rather
than less difficult. 1In the first place, there is no lack
of authority now to discipline employees for security viola-
‘tions, and no need to establish a new system for doing so.
In the second place, there is no apparent advantage in the
idea of centralizing the responsibility for the investi-
gation of leaks that do not constitute crimes, even if the
distinction between criminal and non-criminal leaks were a
matter of agreement, which it is not. Certainly the IOB
could not perform the central investigating role envisioned
by the Subcommittee without an expansion of its charter, in
which case it would come to be seen as a new anti-leak
bureaucracy rather than as an intelligence oversight body.

2. It would require legislation to implement part c.
of this recommendation. The potential gains would be very
small because, apart from the termination of an annuity,
there is no effective administrative sanction that could be
applied to former employees. Even termination of an annuity,
however, would not be an effective remedy as to the likes of
- Agee, Snepp and Stockwell, none of whom is an annuitant.
Moreover, Congress would be sure to surround the enforcement
of such a remedy with an array of procedural rights, hearings,
reviews, etc. All in all, I think we are better off to
stick with secrecy agreements as the preferred non~criminal
approach to the handling of security violations by former
employees.

3 -
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10. This recommendation relates to the role of the FB3I
in the investigation of leaks. It is a mixed bag. On the
one hand it proposes that, contrary to the existing Justice
Department practice which has been a bone in our throat for
so long, the FBI should undertake such investigations with-
out advance agency commitments to declassify the information
that might be needed for prosecution, and even though the
outcome might be administrative action rather than prosecu-
tion. So far so good. It then goes on to propose that FRBI
investigations be limited to cases involving disclosure of
intelligence information by officials, employees, or con-
tractors having access to that information. If the unau-
thorized disclosure of classified information is a crime,
which in my opinion is a highly doubtful proposition to
begin with except where communications intelligence or
cryptographic information is concerned, then the proposed
limit on the FBI's investigative authority makes no sense.
In addition, while recognizing that prosecution may not be
the goal, "the report proposes to limit the FBI's authority
to cases involving criminal activity. Here again, however,
the report makes no serious effort to distinguish between
those leaks that are criminal under existing statutes and
those that are not, and it is the uncertainty that prevails
on this point that is at the root of the current dispute as
to how best to deal with these matters. Moreover, the Justice
Department has recently affirmed to us in a memorandum by
John Harmon that the FBIY has authority to investigate security
violations in non-criminal contexts.

1l. In sum, I would endorse this recommendation only"
insofar as it proposes an end to the current Justice Depart-
ment policies, requiring up-front declassification decisions,
which effectively preclude any FBI involvement in the
investigation of leaks.

Fifth recommendation

12. Recommendation V calls for the Attorney General to
issue guidelines pursuant to Executive Order 12036 for
reporting by intelligence community agencies of all possible
violations of U.S. law which come to the attention of such
agencies. The recommendation states the guidelines "must
consider the protection of sensitive sources and methods."

13. A requirement to report all possible violations of
U.S. law would be broader than that Currently contemplated
and being developed pursuant to Section 1-706, E.O. 12036,
at least insofar as it would pertain to non-employees. As
you know that section calls for the reporting of all possible

4 ' .
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violations of federal criminal law by employees and for
reporting violations by other persons of such federal crimi-
nal laws "specified in guidelines adopted by the Attorney
General." The language of Section 1-706 was phrased so as to
retreat from the requirement imposed by E.O. 11905 that all
possible violations by everyone be reported. The E.0Q. 11905
formulation gave us problems in connection with cover arrange-
ments with corporations and other confidential relationships,
which often provided us with knowledge of technical or minor
violations of U.S. law. I touched on this problem when I
appeared before Congressman Preyer's Subcommittee on Govern-
ment Information and Individual Rights in September and
pointed out that such a requirement is not imposed on any
other agencies and would cause additional complications for
our confidential relationships. There was no response to my
statement by the Subcommittee. '

14. The current efforts to develop guidelines under
Section 1-706 for reporting federal crimes committed by non-
employees are bogged down in the Department of Justice. Some
of the offenses proposed for inclusion in the guidelines are
still of concern to us, though I believe that any guidelines
which narrow the reporting requirement to something less
than all possible violations will be beneficial. I think
you should support the current efforts under E.O. 12036 in
this regard and reject the Subcommittee's suggestion that we
be required to report all violations. I am hopeful that in
the end we will be able to agree upon guidelines that will
satisfy Congress, the Attorney General and the intelligence
Community. '

Sixth recommendation

15. "Recommendation VI calls for the Attorney General
to issue regulations that would establish procedures under
which agencies of the IC would provide information to the
Department of Justice necessary for the investigation or
prosecution of a criminal case. 1In addition, the regula-
tions would establish:

a. how the decision is made not to proceed in
national security cases:

b. who could make the decision (which would be in
writing); and

C. a requirement that there be a decision pPaper
describing the intelligence information that would be
disclosed in a trial, why it would be disclosed, and
the damage it would cause if disclosed.
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raper in such cases be available to the intelligence oversight
committees of Congress and that the cases be reported annually
Oor as reqguired.

16. It is not altogether clear what the Subcommittees
has in mind when it refers to regulations "binding upon all
departments of the government" setting forth procedures to
assure that necessary information would be made available to
DOJ for purposes of criminal investigation or prosecution.

You emphasized in your testimony before the Subcommittea
that access by DOJ to relevant information is not and should
not be an issue. However, if the intent is that the regula-
tions should establish a right in DOJ to physical possession,
control, and use of documents and files without censultation
with or concurrence of the agencies concerned, then the
proposal is objectionable. Your role in determining whether
sensitive intelligence information should be used in a
criminal investigation or trial is one that has been acknowl- -
edged by DOJ. On the other hand, if the intent is only to
formalize DOJ rights of access to intelligence information,

I do not see the need for a regulation and doubt that it
could bind other departments in any event.

17. The proposal that the Attorney General adopt regu-
lations to govern the dismissal of national security cases
is one for DOJ to address, although my impression is that
- internal DOJ instructions already embody most of the require-
ments proposed by the Subcommittee. As for the idea of -
oversight committee review of these decisions, I am certain
that DOJ would resist the idea and I do not think we should
give it any encouragement.

Seventh recommendation

18. Recommendation VIT proposes that Congress consider
the adoption, presumably in the form of amendments to the
Federal Rules of Criminal Procedure, of a special pre-trial
Procedure "to be used in cases where national secrets are
likely to arise in the course of a criminal prosecution."”
The purpose of this procedure would be to "weed out" irrele-
vant defenses in advance of trial and to foreclose efforts
to force the disclosure of national security information in
support of such defenses, either during the discovery phase
of a prosecution or at trial. '

19. I am not attracted to the specifics of this proposal,
in part because some of the suggested procedures are already
available and in part because others would be clearly unwork-
able. But I certainly cannot say, in light of the recent
experiences in the Berrellez and Kampiles cases, that there

6
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STATINTRd my sense is that | either agrees or will soon

» Aagree, that it might be possible to develop a useful and

. workable proposal. Accordingly, I would endorse this

recommendation in principle, reserving as to the particulars.

Eight recommendation

_ 20. Recommendation VIII calls for Congress to reconsider
adoption of the Supreme Court's proposed codification of a
privilege for secrets of state. Without going into great
detail, the Supreme Court's 1974 proposal defined a "secret
of state" as a "governmental secret relating to the national
defense or the international relations of the United States."
The proposal would have allowed department and agency heads
to claim the privilege in civil and criminal cases, after
which the trial judge would determine in camera whether or
not the privilege is justified. If the judge sustained the
claim, the documents or statements in question would be
sealed and unavailable to the defendant or other party. If
sustaining the govermment's claim would deny the other party
material evidence, the judge would have to determine an
appropriate remedy, such as finding against the government

on the issue to which the evidence is relevant, or dismissing
the case.

21. The Subcommittee's recommendation embroiders on’
the Supreme Court's 1974 proposal, which encountered a storm
of controversy and was dropped by the Congress. Among other
things, the Subcommittee report apparently contemplates that
the in camera pProceedings would be adversary in nature,
allowing for participation by defense counsel and perhaps
even defendants. It is not evident to me how secrets could
be protected under these arrangements. Nor is it evident to
me that in most instances the judge would have any recourse
except to dismiss the prosecution if he found that the
privilege claim was valid and at the same time concluded -
that the information in-question was relevant to the defense.
Accordingly, I am very leery of this recommendation and
would favor saying nothing more than that it deserves
further consideration.

22. If you agree with the views I have set forth on
the Subcommittee's recommendations, we will conduct our
further discussions with the Subcommittee staff on this

basis.
Anthony A. Lapham
cc: DDO
OGC:AAL:sin
1 - DDCT 1 - ER via Ex Secty -
1l - O1.C .
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